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At Ntional Online Safety, we believe in empowering parents, corers and Lrusted odulls with Uhe indormation Lo hold an informed cormversotion cbhaut online -J'Llf with their children, should tUvey

feel itis meeded. This guide focuses on one iss ue of mary which we befieve trusted aduits should be awere of. Flease visit wwanationalonlinesatety com for further guides, hints o _u ;_;! or aduits

/ \Nhat Parents and Caret S Need to Know about

)CIAL MEDIA

On any social media platform, you'll often come across links to genuine-looking websites. They might include an exclusive offer for

one of your favourite shops or invite you to complete a quiz in return for a particular reward. In some cases, clicking on these links

takes you to a fake website where you are asked to provide your personal details. The whole enterprise is a ploy to capture sensitive
details, such as your email address and password, which the scammers then exploit at your expense.

Here, the attacker tries to lure you into Most quizzes on social media seem

clicking a link by offeri something in — harmiess, but many come with hidden

return, such as a free gift for completing a oS threats. When you submit your answers,
ww¥Ho'wc . when the link is clicked, it | : yourealsoogoecngnotmondooncﬁ)on

collects the detais of whoever fills out the 3 : which — in some cases — allow the quiz

su'wy This might include full names, | 1 developer to sell your details to third porties.

ph::gnemmbersmdernoi Thrsptn:youotgy::aw of .
odctme& Scammers could use these to attacks ond spam odvertising emails. it
hoack into your other accounts or simply sed

- e mngudmgwu\eopppemsmbme
your data to other criminals. informaticn

from your profile. |
e

SOme cybetcrrnlnols design software that It"s common on social diia for URLs in
ne or helpful (and is normally posts to be shortened (to meet Twitter's
free but beenc ed to stoal your 1 B chorocter count, for |ns!unce) This may
personal information. There may be a scem harmiess, but it opens an avenue of
pop-up ad encouroging you to download attock for scammers who be
and install the app. Once the app is < dizguising a malicious ink as itimate.
downloaded, the attacker con see any 1 I T These links can install malware on the
oncl credentials you enter, and could victin's device, which could lead to
en use this information for their own gain. passwords being stolen or even be the
. precursor to ransormware attocks.

Prevalent on sites such as Using a fake corporate social media
scams have spreoad to Foo t account, the scammer pretends to be from
customer services. When someone
complains about customer service on
social media, the fake occount messages
them Osklr'ﬁ for their name, phone number
the user pfw-des this info, they

payment
front. Most online stores work this way, but
lheaucncldlﬁm’encclshatsoorrmrsosk

for payment via PayPal friends and famiy - ' and email.
are directed to a fake website where they

not goods and services. This means you can't

dispute the payment: the scammer > - enter their login details. The attocker con

your money, and you never receive the itermm then steal their credentials or infect their
device with malware.
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National Domestic Abuse Helpline Harmful Sexual Behaviour

Refuge runs the National Domestic || This includes, peer on peer abuse, rape, CSE, sexual vio-

Abuse Helpline, which can be called ||lence/harassment, inter-familial abuse and inappropriate language
free of charge and in confidence, 24 ||and actions

hours a day on 0808 2000 247.
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Worried about
a child?

o808 800 SO00
helpEanspcc.org.-.uk
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